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Abstract 

This document explains how Cacao-Tech approached data collection, privacy, and trust in 
Ecuador during the DRG4FOOD project. It describes how the Digital Responsibility Goals (DRGs) 
— privacy, human agency, fairness, and transparency — were applied in a sector that operates 
mostly through informal and relationship-based systems. 

The report draws from two field visits in December 2024 and March 2025, lessons from the 
consent process, and the creation of a shared privacy statement with farmers and cooperatives. 
It aims to provide practical guidance for researchers and practitioners who work in informal 
agricultural economies and want to build trust while meeting data protection standards. 

All interviews and meetings followed the Chatham House Rule, which allows information to be 
shared for learning but protects the identity of all participants. This rule supported open 
discussion and reinforced confidence in how information was used. 

References to related materials and templates can be found in the annexes. 
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1. Introduction 

Cacao-Tech’s work in Ecuador combined technology development with social learning. The 
project tested how digital responsibility can be practiced in a real agricultural context, where 
privacy, consent, and data ownership are understood differently from European settings. 

The goal was clear: to collect and share traceability and quality data responsibly, while 
respecting local values and relationships. Achieving this balance required navigating two 
systems. 

On one side were European research obligations such as GDPR and formal consent 
documentation. On the other was the reality of Ecuador’s cacao communities, where trust is 
personal, decisions are collective, and written forms are rare. 

All activities were guided by the Digital Responsibility Goals and the Chatham House Rule. 
Together, they formed the ethical basis for our work. The DRGs helped us define what 
responsible data means in practice, while the Chatham House Rule created a safe environment 
for honest dialogue. 

 

2. Value Chain Context 

Informal structure of the cacao sector 

Ecuador’s cacao sector operates largely outside formal systems. Most producers are 
smallholders who sell beans or pulp directly to local buyers or cooperatives. Deals are based on 
reputation and trust. Contracts and signatures are uncommon and often perceived as 
unnecessary or even mistrustful. 

The chain becomes formal only at the point of aggregation, when products reach cooperatives 
or exporters who need to meet traceability and quality requirements. Until that point, 
information is shared verbally and through relationships. 

For a project that relies on data, this informality is both a challenge and an opportunity. It 
demands approaches that build confidence gradually and fit within existing cultural and social 
norms. 

Project frame and fieldwork 

Within DRG4FOOD, Cacao-Tech developed two connected digital tools: 

• CacaoTech360, a traceability platform that links quality, impact, and origin data across 
the supply chain, and 

• QCTech360, a system for analyzing cocoa bean and pulp quality through Near-Infrared 
(NIR) technology. 
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Both rely on data from farmers and cooperatives. The project therefore focused as much on 
social responsibility as on technical design. 

Two field missions were carried out: 

• December 2024: establishing contact, explaining the project, introducing DRGs, and 
identifying local needs. 

• March 2025: conducting interviews, piloting traceability data collection, and co-creating 
a shared privacy statement. 

Fieldwork was conducted with Hacienda San José and UNOCACE, two partners representing 
different parts of the value chain. 

Annex I and II provide the original Spanish consent form and the co-created privacy statement, 
along with references to Cacao-Tech’s privacy and security documents. 

 

3. Field Realities and Cultural Context 

Cacao communities in Ecuador are built on familiarity and mutual support. Relationships often 
span generations. Information travels through trusted intermediaries, and cooperation depends 
on reputation. 

Foreign researchers are welcomed respectfully but must earn trust over time. Small gestures — 
returning to share results, acknowledging people’s time, or including them in decisions — 
matter more than formal agreements. 

Written documents, especially those using unfamiliar legal terms, can create distance. Trust is 
shown through presence, consistency, and shared purpose. These insights shaped how we 
approached both consent and communication. 

 

4. Initial Approach and Challenges 

Before the first field trip, the team prepared a formal consent form aligned with European 
research ethics. It was translated into Spanish and shared with cooperatives in advance, with 
the idea that everyone would sign before interviews began. 

This approach did not work. Many did not respond, while others agreed but never returned the 
forms. When the team brought printed copies to interviews, it created hesitation. Some 
participants signed without understanding the document; others chose not to. 

The process made interactions feel formal and distant. For local partners who were used to 
working through dialogue, the emphasis on signatures felt unnecessary. Inside the project team, 
it also caused tension. Relationships that had taken years to build were suddenly under strain. 
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This experience showed that compliance alone does not create trust. Instead, it can 
unintentionally signal mistrust. 

 

5. Turning Point: Co-Created Consent Model 

After reflecting as a team, we discussed these challenges with our partners San José and 
UNOCACE. Together, we decided to organize an open meeting to review what had gone wrong 
and how to move forward. 

We first listened. We spoke about what did not feel right with the consent forms and what kind 
of process would make sense locally. We also consulted a trusted contact who has lived in 
Ecuador for more than twenty years and understands both European and Ecuadorian contexts. 
Her perspective helped us adjust our communication and expectations. 

During the meeting, held in a quiet space during a local event, we explained the purpose of 
DRG4FOOD and what digital responsibility means. We used examples from daily life — how data 
could show the quality of their beans, or how transparency could help them access new buyers. 

The tone of the discussion changed. Farmers began asking questions about ownership, storage, 
and access to information. Together, we defined what felt safe to share and what not. 

From this dialogue, a short and bilingual shared privacy statement was created. It replaced the 
individual consent forms. It explains that data is used only for project purposes, that no personal 
or location details are published, and that consent can be withdrawn at any time. Cooperative 
representatives signed once on behalf of their members and confirmed this verbally in later 
meetings. 

The privacy statement also refers to the Chatham House Rule, clarifying that all information 
shared during meetings remains confidential and is never linked to names or organizations. 

This new approach restored openness and matched local ways of working. It also aligned fully 
with the DRG4FOOD principles of fairness, privacy, and agency. 

 

6. Methodology for Building Trust 

The co-creation process evolved into a simple but structured approach used in later visits. 

Step 1. Listen and reflect 
After the first trip, the team reviewed what had gone wrong and what had been misunderstood. 
We concluded that trust, not paperwork, must come first. 

Step 2. Learn from the local context 
We studied local research practices and social norms. We also asked advice from a trusted 
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Dutch contact who has lived in Ecuador for many years. Her guidance helped bridge cultural and 
communication gaps. 

Step 3. Engage partners early 
Before returning, we aligned with San José and UNOCACE on the purpose and method. They 
supported us in organizing open discussions with farmers and cooperative leaders. 

Step 4. Create understanding before collecting data 
Each visit started with informal conversations about who we are, why we are there, and how the 
CacaoTech360 and QCTech360 systems work. We used examples from farm life to make the 
concepts tangible. 

Step 5. Discuss fears and expectations 
People shared their concerns about the use of photos, about losing control of information, and 
about how outsiders might interpret data. These conversations helped build transparency. 

Step 6. Write and agree together 
The privacy statement was drafted based on the meeting outcomes. It was short, clear, and 
bilingual. Everyone could suggest edits. Wageningen University and CZU reviewed it to ensure it 
met DRG4FOOD ethical and data-protection standards. 

Step 7. Keep the dialogue open 
Agreements were revisited after each visit. When something felt uncomfortable or unclear, it 
was adapted. This made the process flexible and rooted in mutual trust rather than formality. 

 

7. Roles and Enablers 

Building trust depended on the right combination of local knowledge, institutional support, and 
open reflection. 

Local knowledge holders 
A cultural interpreter and field guide helped the European team read social cues, manage 
timing, and avoid misunderstandings. 

Community leaders 
Cooperative representatives from San José and UNOCACE acted as gatekeepers. Their 
endorsement legitimized each visit and reassured members about data safety. 

Translation and accessibility 
All materials were bilingual. Spanish versions were prioritized and reviewed for clarity. 

Reflexivity tools 
The team maintained shared notes on what worked, what caused tension, and how people 
reacted. These reflections helped adapt our communication and ensure consistency. 
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Together, these enablers created a method that combined formal responsibility with genuine 
human connection. 

 

8. Outcomes 

The adapted consent model led to measurable improvements: 

• Higher participation – Once the purpose was understood, farmers were more open to 
sharing information. 

• Better data quality – Conversations became richer, revealing more insights about 
farming practices and local challenges. 

• Shared ownership – Cooperatives began using the privacy statement as their own tool 
when introducing Cacao-Tech to new members. 

• Reduced resistance – No withdrawals of consent occurred after the joint statement was 
adopted. 

• Replicable framework – The approach is now included in the DRG4FOOD Toolbox for 
other projects in informal sectors. 

Most importantly, trust grew on both sides. Researchers could collect data responsibly, and 
farmers could participate with confidence. 

 

9. Lessons Learned 

1. Legal tools need cultural translation. A GDPR document alone does not create 
understanding or trust. 

2. Trust comes before transparency. Data sharing starts with relationships, not technology. 
3. Co-creation works better than compliance. When people help define the rules, they also 

own them. 
4. Local intermediaries are essential. They bridge not only language but also rhythm, tone, 

and expectations. 
5. Aggregate by default. Show cooperative or regional data, not individual identifiers. 
6. Make reflection part of the process. Teams should record cultural and ethical insights, 

not treat them as side notes. 
7. Digital responsibility is social practice. DRGs only gain meaning when applied through 

real interactions. 

Through Cacao-Tech, we learned that digital responsibility begins with human responsibility. 
When people understand how their data is used and feel respected in that process, technology 
becomes a tool for empowerment. 
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ANNEXES 

ANNEX I – Consent form (Spanish) 
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ANNEX II - Cacao-Tech (2025). Privacy and Security Statement (English).  
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